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(U) ITEMS User Facing Services — Customer Outreach
(U) About Us

(U) We specialize in the ITEMS User Facing Services, Customer Outreach which incorporates
training, knowledge management, and end user communications. From developing skillsets,
increasing productivity and ensuring the end user is well informed, we ultimately strengthen the
government workforce.

(U) Our Philosophy, it’s simple: We start by assessing the need presented by the customer based
on Service+ feedback, requests, and metrics.

(V) Our Instructors, Technical Writers, and Communications members. We observe the different
IUFS subject matter experts and together design curriculums, guides, and communications. Prior
to any of our products being published or taught, we learn the material inside and out to
communicate a clear and precise message to the End User.
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(U) Overview — Remote Access for Telework Employee’s

U) This guide covers Microsoft Internet Explorer and Google Chrome for Windows 10 and
Google Chrome for Macintosh. Other browsers may not be compatible with the built-in smart
card software. To utilize one of the non-supported browsers a secondary middleware application
would be required such as ActivClient.

For Macintosh systems, CACKey is the suggested middleware that works with Safari and
Google Chrome that requires no additional configuration.

(U) Chapter One — Pre-Checks

e (U) Ensure the CAC reader is plugged into an available USB port.

o (U) Additional drivers that may be required will automatically download and
install. Administrative rights will be required on your home computer to complete
this action.

e (U) Verify that the “Smartcard Reader” is available in the Device Manager.

e (U) From the device manager locate the “Smartcard Reader” and verify within the
properties that drivers are listed for the application. If you are not able to locate the
device, unplug and plug the device back into the computer.

e (U) Windows Required Applications for remote access, Citrix Workspace and InstallRoot
5.5.

¢ (U) Macintosh Required Applications for remote access, Citrix Workspace, CACKey,
and Root DoD Certificates
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(U) Chapter Two — Windows Required Applications Installation
(V) InstallRoot 5.5

(U) Navigate to the DoD Cyber Exchange Public site (https://public.cyber.mil/), and select
“PKI/PKE” from the top menu bar.

« > -
Login with CAC
Y DoD CYBER Topics _-'e'“e PKI/PKE SRGs/5TIGs Resources Help
/9 EXCHANGE pusLic

(V) Figure 1 DoD Cyber Exchange Public site

(U) From the drop-down menu select “Public Key Infrastructure/Enabling (PKI/PKE)”

< C Y @& publiccybermil % H O
Y DoD CYBER Topics _-'e'“o PKI/PKE SRGs/5TIGs Resources Help
/9 EXCHANGE pusLic

PUBLIC KEY INFRASTRUCTURE/ENABLING

Public Key Infrastructure/Enabling (PKI/PKE)

External Certification Authorities (ECA)

(V) Figure 2 Public Key Infrastructure Exchange (PKI/PKE)
(U) From the Menu on the left on the Public Key Infrastructure/Enabling (PKI/PKE) locate and
select “Tools”.

PUBLIC KEY
INFRASTRUCTURE/ENABLING
(PKI/PKE)

PKI/PKE Home

(V) Figure 3 Tools
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(U) Within the PKI/PKE Document Library select “InstallRoot 5.5 NIPR Non-Administrator
32-bit Windows Installer”.

PKI/PKE Document Library

Showing 1to 10 of 19 entries

Home s Public Key Infrastructure/Enabling (PKI/PKE) » PKI/PKE Document Library
Show 10 :  entries Search:
o i [ . .
InstallRoot 5.5 NIPR 32-bit Windows Installer 27.96 MB 240ct 2019
o i [ . .
InstallRoot 5.5 NIPR 64-bit Windows Installer 28.62MB 240ct 2019
o InstallRoot 5.5 NIPR Non-Administrator 32-bit Windows Installer 27.73MB 240ct 2019
Previous ‘ 1 ‘ 2 ext

(V) Figure 4 InstallRoot NIPR Non-Administrator 32-bit Windows Installer

(U) Once downloaded, navigate to your “Downloads” folder and double-click on the
“InstallRoot_5.5x32_NonAdmin” application.

¥ [ = | Downloads — O *
Home Share View o
« v 4 ; » This PC » Downloads » v O £ Search Downloads
Mame

v 3 Quick access ‘IE" 3 InstallRoot_5.5x32_NonAdmin

[ Desktop

o ‘ Downloads -
Docurmnents -+
&= Pictures -

(V) Figure 5 InstallRoot 5.5 Application
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(U) Once the installation begins, follow the on-screen prompts.

(

(V) It is recommend

#8 InstallRoot Setup X

Welcome to the InstallRoot Setup Wizard

b
oD

The Setup Wizard will install InstallRoot on your computer. Click Mext to continue or dose the window to
exit the Setup Wizard.

0=

U) Figure 6 InstallRoot Setup Wizard

ed that the default installation file location is used.

1 InstallRoot Setup - x

l Choose a file location

To install in this folder, dick ™ext". To install to a different folder, enter it below or dick "Browse™.

o IC:\J..lsers\Jbroct\AppDaia\Qoaming\DcD-PKE\lnsialchot\ Browse...

9

(V) Figure 7 Select Installation folder

Page5
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(U) Use the default selection of both the “Graphical Interface” and “Command-Line Tool”.

#7 InstallRoot Setup X

s

InstallRoot Features

Select the features you wish to install.

Graphical Interface
Command-Line Tool

)=

(V) Figure 8 InstallRoot Features

(V) Select “Install” to begin the installation.

#7 InstallRoot Setup X

Begin installation of InstallRoot

Click Install to begin the installation. If you want to review or change any of your installation settings,
dick Back. Close the window to exit the wizard.

(V) Figure 9 Begin installation
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(U) Once the installation has successfully completed, select “Run InstallRoot’.

1 InstallRoot Setup

L

InstalRoot has been successfully installed.

*

o Run InstallRoot

Close

(V) Figure 10 Run InstallRoot

(U) Once the InstallRoot begins to install, the tool may discover a new certificate store. If the

pop-up appears select “Yes”.

ﬁ Mew certificate store discovered

e InstallRoot has discovered M55 certificate stores, would you like InstallRoot to manage them using the store name Multi-NS5?

9 | Yes
0

Mo

n't ask me about adding this store again

>

(V) Figure 11 New Certificate store discovered
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(U) Once the InstallRoot application opens, a “Quick Start” Welcome to InstallRoot 5.5 pop-up
will appear and provide directions on how to install the certificates.

| & Cluick Start: Welcome to InstallRoot 5.5! — O x

| Installing Dol certificates is easy!

=0/

Home Store Greup Cerificate Help

H4e B EHS $
Install  Omline Preferences Sawe Mr!sh Fgstart3
Cerificates Update Settings K dmnimtstrator

Venfy desired certificate store is largeted |

M|
|
X Instal JITC Centfcates -

tU) Figure 12 Quick Start Guide
(U) From the InstallRoot 5.5 application perform the following steps:

o Verify for each tab that the “Install DoD Certificates” have a GREEN check mark.
o After verifying each tab, select “Install Certificates”.

£ InstallRoot 5.5 - O *

Home Store Group Certificate Help

3|
E - 0 |: p
Install Online Preferences Save Restart as

Certificates | Update Settings Administrator

Actons Application

-‘. -
&% Microsoft Current User ‘ Multi-NSS 1

+ Install DoD Certificates @

% Install ECA Certificates @

X Install JITC Certificates &

X Install WCF Certificates

e Ak AEAE

(V) Figure 13 Install Certificates
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(V) During the installation, Security Warning pop-up(s) may appear prompting for approval to

install the different DoD Root CA’s.

Security Warning

You are about to install a certificate from a certification
! autharity (CA) claiming to represent:

Dol Root CA 4

Windows cannot validate that the certificate is actually from

‘Dol Root CA 4%, You should confirm its origin by contacting
‘Dol Root CA 4%, The following number will assist you in this
process:

Thumbprint {shal):

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk., If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

1

Security Warning

You are about to install a certificate from a certification
! autharity (CA) claiming to represent:

Dol Root CAS

Windows cannot validate that the certificate is actually from

‘Dol Root CA 5%, You should confirm its origin by contacting
‘Dol Root CA 5%, The following number will assist you in this
process:

Thumbprint {shal):

Warning:

If you install this root certificate, Windows will automatically
trust any certificate issued by this CA. Installing a certificate
with an unconfirmed thumbprint is a security risk., If you click
“Yes” you acknowledge this risk,

Do you want to install this certificate?

(V) Figure 14 DoD Root CA

(V) From the InstallRoot Certificate Action Summary screen, verify the installation was
successful. If any errors appear or the installation was not successful attempt to reinstall prior to

calling the Enterprise Service Desk.

a InstallRoot: Certificate Action Summary

DoD (57)

Target Certificate Store

Microsoft Current User

Subject: DoD Root CA 4; Issuer: DoD Root CA 4: INSTALLED
Subject: DoD Root CA 3 Issuer: DoD Root CA 5: INSTALLED
Subject: DOD EMAIL CA-33; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-34; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-39; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-40; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-42; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-43; Issuer: DoD Root CA 3: INSTALLED
Subject: DOD EMAIL CA-44: Issuer: DoD Root CA 3: INSTALLED
Subiect: DOD EMAIL CA-49: Issuer: DoD Root CA 3: INSTALLED
Multi-NSS

Subject: DoD Root CA 2; Issuer: DoD Root CA 2: INSTALLED
Subject: DoD Root CA 2 Issuer: DoD Root CA 3: INSTALLED
Subject: DoD Root CA 4; Issuer: DoD Root CA 4: INSTALLED
Subject: DoD Root CA 3; Issuer: DoD Root CA 5: INSTALLED
Subject: DOD EMAIL CA-33; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-34; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-39; Issuer: DoD Root CA 2: INSTALLED
Subject: DOD EMAIL CA-40; Issuer: DoD Root CA 2: INSTALLED

Adds Deletes
‘.l 43 0f 43 " 0

-~ 46ofde - 0
2 | T

(V) Figure 15 InstallRoot Certificate Action Summary

Page9

UNCLASSIFIED



UNCLASSIFIED

(U) From the InstallRoot 5.5 application screen select “Save Settings” and then select the “X”
in the upper right corner of the application.

B inctallRoot 5.5

Home Store Group Certificate

Install Online Pre

=

Save

Help
(i)
N
L
Restart as

Settings |Administrator

Certificates Update

Bpphcation

#* Microsoft Current User | @ Multi-nss |

_em

¥ |nstall DoD Certificates &

X Install ECA Certificates &

X Install JITC Certificates &

X Install WCF Certificates

W | W . W
4

(V) Figure 16 save Settings
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(V) Citrix Workspace

(U) From the Citrix website (https://www.citrix.com/downloads/workspace-
app/windows/workspace-app-for-windows-latest.html), select “Download Citrix Workspace
app for Windows”.

-
C|TR!X' Products Downloads Support & Services Partners

1) / Downloads / Citrix Workspace App / Workspace app for Windows / Citrix Workspace app 2002 for Windows

Citrix Workspace app 2002 for Windows

o Release Date: Mar 24, 2020
Citrix Workspace App v

o Compatible with

Search Downloads Q Windows 10, 8.1, 7, 2008R2, Thin PC as well as Windows Server 2016, 2012, 2012R2 and 2019.

Support Resources 1 Download Citrix Workspace app for Windows

(128 MB - .exe)
FAQs 2

. Version: 20.2.0.25 (2002)
Product Documentation &2

Export or import

. Checksums
restrictions &

9d7938052358f419d1fc895c227dd9c9023a727ea2e067bafee980b04759%e24
Knowledge Center @

(V) Figure 17 Citrix Workspace download page

(U) Once downloaded, navigate to your “Downloads” folder and double-click on the
“CitrixWorkspaceApp’ application.

; | = | Downloads - O >
Home Share View v o
T ; *» This PC » Downloads = v | 2 Search Downloads
Mame

# Quick access

Deskt
o I :Des TP d | e | @ CitrisWorkspaceApp |
ownloads
#*

Documents
&=/ Pictures »*
(V) Figure 18 Download Folder
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(U) From the Citrix Workspace Setup Wizard, select “Start”.

@ Citrix Workspace

Workspace

ciTrix

Welcome to Citrix Workspace

Citrix Workspace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applications
that use your browser.

- Allow applications access to your webcam and
micraphone.

- Allow applications to use your location.

- Allow access to local applications authorized by your
company.

- Save your credential to sign in automatically,

Click Start to set up and install Citrix Workspace app on
your computer.

o B

(V) Figure 19 Citrix Workspace Setup Wizard

(V) Select to accept the license agreement and select “Next”.

@ Citrix Workspace

License Agreement

You must accept the license agreement below to proceed.

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
covering the Citrix product(s) and/or service(s) with which vou will be using
this component. This component is licensed for use only with such Citrix
product(s) and/or service(s).

CTX_code EP R_A10352779

o I | accept the license agreement I

e Mext ’ Cancel

(V) Figure 20 License Agreement
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(V) Select to accept the “Enable app protection” and select *“Install”.

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

o ID Enable app protectionl
Warning: You cannot disable this feature after you enable it. To

disable it, you must uninstall Citrix Workspace app.
Far more information, contact your system administrator,

9 Install ’ Cancel

(V) Figure 21 App Protection

(U) Once the Installation has completed successfully, select “Finish”.

(U) NOTE: No Account needs to be added for Remote Access.

@ Citrix Waorkspace >

CITRIX

J Installation successful

If you received instructions to set up Citrix Workspace app
with your email or a server address, click Add Account.
Otherwise, click Finish, and you can set up an account later.

Add A [ Finish

(V) Figure 22 Installation Successful

UNCLASSIFIED

Page13



UNCLASSIFIED

(U) Microsoft Internet Explorer — Verification of DoD Certificate installation

(U) From the Internet Explorer, navigate to “Internet Options™ by either selecting the “Gear”
in the upper right corner or from the “Tools” menu.

G File Edit View Fo Help

Print 3 Delete browsing history... Ctrl+Shift+Del
File 3 InPrivate Browsing Ctrl+5hift+P
Zoom (100%) 3 Turn on Tracking Protection
Safety 5 ActiveX Filtering
) ) ) Fix connection problems...

Open with Microsoft Edge Ctrl+Shift+E ) )

Recpen last browsing session
Add site to Apps Add site to Apps
View downloads Ctrl+) )

View downloads Ctrl+)
Manage add-ons

Pop-up Blocker »
F12 Developer Tools

Windows Defender SmartScreen Filter »

Go to pinned sites o
P . Manage media licenses
Compatibility View settings

Manage add-ons
Internet options I o )
Compatibility View settings
About Internet Explorer

Subscribe to this feed...

Feed discovery

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

OneMote Linked Motes
Send to OnelMote

Report website problems
e Internet options

(V) Figure 23 Internet Options
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(U) Within the Internet Options menu, select the “Content” tab and then select the
“Certificates” button.

Internet Options ? *

o onnections Programs Advanced
Certificates

Use certificates for encrypted connections and identification.

A
I Clear SSLell Certificates I Publishers

AutoComplete

= AutoComplete stores previous entries Settings
% on webpages and suggests matches
for you.

Feeds and Web Slices

General Security

Feeds and Web Slices provide updated Settings
content from websites that can be

read in Internet Explorer and other

programs.

[o]'4 Cancel Apply

(U) Figure 24 Certificates Button
(V) From the Certificates screen, verify the following:

e (U) No Red “X” in front of any lines.
e (U) At least one DoD E-mail and ID certificate.
e (U) No certificate is expired.

Certificates bt
Intended purpose: <All> ~
Personal QOther People  Intermediate Certification Authorities  Trusted Root Certificatior| * | *
Issued To Issued By Expiration Date Frien
_ﬁJ JENKIMS LEROY . T.123455872890 DOD ID CA-52 9/30/2021 <Mai
—ﬁJ JENKINS.LEROY .T.12345567880  DOD EMAIL CA-50 9/30/2021 <Moi
_ﬁJ JENKINS.LEROY .T.1234567880  DOD EMAIL CA-52 9/30/2021 <Noi
< >
Import... Export... Remave Advanced
Certificate intended purposes
View

(V) Figure 25 Certificates
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(U) Google Chrome — Verification of DoD Certificate installation

(U) From the Chrome browser, navigate to “Privacy and Security” by selecting the three dots
in the upper right corner of the browser and then select “Settings”.

Pt

=
- IS o :

Mew tab Ctrl+T
Mew window Ctrl+M

Mew incognito window  Ctri+5Shift+N

Histony b
Downloads Ctrl+]
Boolkmarks k

o rA
Toom - 100% + La

Print... Ctrl+P
Cast...
Find... Ctrl+F

Mare tools L4

Edit Cut Copy Pastes

e Settings
k

Help

Exit

(V) Figure 26 Settings
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(U) Within the Settings menu, select “Privacy and security” on the left side. Privacy and
security menu select “More” and then select “Manage certificates”.

Clear browsing data

.
- You and Google Clear history, cookies, cache, and more

B  Autofil
Site Settings

»
o e Privacy and security Control what information websites can use and what content they can show you
@  Appearance e |Mma ~

Q Search engine

Safe Browsing (protects you and your device from dangerous sites) ®

o Sends URLs of some pages you visit to Google, when your security is at risk
Default browser

(U] On startup Warn you if passwords are exposed in a data breach .

Help improve Chrome security
To detect dangerous apps and sites, Chrome sends URLs of some pages you visit, limited
system information, and some page content to Google

Advanced -

Extensions 4
Send a "Do Not Track” request with your browsing traffic [ )
About Chrome

Allow sites to check if you have payment methods saved

Preload pages for faster browsing and searching ®
Uses cookies to remember your preferences, even if you don't visit those pages

Manage certificates &
Manage HTTPS/SSL certificates and settings

(V) Figure 27Manage Certificates
(U) From the Certificates screen, verify the following:

¢ (U) No Red “X” in front of any lines.
e (U) At least one DoD E-mail and ID certificate.
e (U) No certificate is expired.

Certificates *

Intended purpose: <Al ~

Personal  Other People  Intermediate Certification Authorities  Trusted Root Certification] * | *

Issued To Issued By Expiration Date Frier
[5] JENKINS.LEROY T.1234567890  DOD ID CA-52 9/30/2021 <Moi
[5] JENKINS LEROY T.1234567830  DOD EMAIL CA-50 9/30/2021 <Mol
[5] JENKINS.LEROY T.1234567830  DOD EMAIL CA-52 9/30/2021 <Mol
< >

Import... Export... Remove Advanced

Certificate intended purposes

View

Close

(U) Figure 28 Certificates
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(U) Chapter Three — Windows Remote Access
(U) Recently updated Common Access Card (CAC) Users (16 Digit PIV Users)

(U) Windows - Microsoft Internet Explorer

e (U) Insert your Common Access Card (CAC) into the reader and navigate to:
0 (U) West Users: https://mydesktopwest.nga.mil
0 (U) East Users: https://mydesktop.nga.mil
e (U) Select the “More Choices”, then click on the 16-digit PIV Auth Certificate before
clicking “OK” to login.

Windows Security X

Select a Certificate

Site r P nga.mil needs your
1234567890123456@mil
Issuer. DOD ID CA-52
Valid From: 10/1/2018 to 9/30/2021

Click here to view certificate properties

1234567890@mil
Issuer: DOD EMAIL CA-52
Valid From: 10/1/2018 to 9/30/2021

OK Cancel

(V) Figure 29 Select a Certificate

e (U) Enter your PIN and click “OK”.

Windows Security X

Smart Card

Please enter your PIN.

| PIN

Click here for more information

oK Cancel

(V) Figure 30 Enter PIN

(U) NOTE: You may be prompted to enter your PIN multiple times. After the
fifth prompt, select cancel on the prompt before entering it in again.

UNCLASSIFIED
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Internet Explorer Security X

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

MNarme: Citrix Connection Manager
Publisher:  Citrix Systems, Inc.

[ Do not show me the warning for this program again

[ Allow J Don't allow |

(V) Figure 31 Internet Explorer Security Warning

(U) NOTE: Internet Explorer Security may pop-up with warnings that “A
website wants to open web content using this program on your computer”. If
this message appears select “Allow”

e (U) Next, select the Desktop icon to launch the Citrix session.

Citrix StoreFront L]

DESKTOPS

DISA Mon-Administrator InstaliRoot

Charizmathics Installer

! Details

Win10BaseWest

(V) Figure 32 Win10 Base

(U) NOTE: After clicking on the Icon, a file may appear at the bottom of your
browser that will need to be selected to open the Remote Access session.

UNCLASSIFIED
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¢ (U) Another Windows Security prompt will appear, select the “More Choices”, then
click on the 16-digit PIV Auth Certificate before clicking “OK” to login

Windows Security *

wfica32

Site mydesktopwest.nga.mil needs your credentials:

1234567890123456@mil
Issuer: DOD ID CA-52

Valid From: 10/1/2018 to 9/30/2021

Click here to view certificate properties

o More choices

1234567890@mil
Issuer: DOD EMAIL CA-52

Valid From: 10/1/2018 to 9/30/2021

Q__

(V) Figure 33 Select 16-Digit PIV Auth Cert

e (U) Enter your PIN and click “OK”.

Windows Security X

Smart Card

Please enter your PIN.

%

Click here for more information

(V) Figure 34 Enter PIN
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e (U) From the Remote Access session SBU login screen, select “Sign-in options” and
choose the CAC icon that displays the 16-digit PIV Auth Certificate prior to entering
your CAC pin.

ST
O :

- T
1, ;
7>, >

Yy
D e
? $hirEs oF M

Other user

JENKINS LEROY.T.1234567890123456

Smart card sign-in
O

Sign-in options

Qh

(V) Figure 35 SBU Desktop Login

e (U) Once logged in you may be prompted to “Enter network credentials”, this prompt
can be Canceled.

Windows Security >

Enter network credentials

Enter your credentials to connect to: Gold

Smart card credential

| PIN

D Remember my credentials

Meare choices

oK Cancel

(V) Figure 36 Enter Network Credentials
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(V) Windows - Google Chrome

e (U) Insert your Common Access Card (CAC) into the reader and navigate to:
0 (U) West Users: https://mydesktopwest.nga.mil
0 (U) East Users: https://mydesktop.nga.mil

e (U) Select the “DOD ID 16-digit PIV Auth Certificate” to login.

E_ Select a certificate

Select a certificate to authenticate yourself to mydesktopwest.nga.mil:

Subject |ssuer Serial
a JEMKINS LERDY.T.1234557800123455 DOD ID CA-52
JENKINS LEROY . T.12345673580 DOD EMAIL CA-52

Certificate information 9 “l Cancel

(V) Figure 37 DOD ID 16-digit PIV Auth Certificate

e (U) Enter your PIN and click “OK”.

Windows Security >

Smart Card

Please enter your PIN.

PIN

=]

Click here for more information

oK Cancel

(V) Figure 38 Enter PIN

(U) NOTE: You may be prompted to enter your PIN multiple times. After the
fifth prompt, select cancel on the prompt before entering it in again.
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e (U) Next, select the Desktop icon to launch the Citrix session.

Citrix StoreFront L]

DESKTOPS

DISA Non-Administrator InstallRoot

Charismathics Installer

! Details

Win10BaseWest

(V) Figure 39 Win10 Base

(U) NOTE: After clicking on the Icon, a file may appear at the bottom of your
browser that will need to be selected to open the Remote Access session.

@ TERXVERIMDEUV2....ica ~ '

(V) Figure 40 Citrix Session file

¢ (U) Another Windows Security prompt will appear, select the “More Choices”, then
click on the 16-digit PIV Auth Certificate before clicking “OK” to login

Windows Security X
wfica32

Site mydesktopwest.nga.mil needs your credentials:

1234567890123456@mil
Issuer: DOD ID CA-52

Valid From: 10/1/2018 to 9/30/2021

Click here to view certificate properties

o More choices

1234567890@mil
Issuer: DOD EMAIL CA-52
Valid From: 10/1/2018 to 9/30/2021

OK Cancel

(V) Figure 41 Wfica prompt
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e (U) From the Remote Access session SBU login screen, select “Sign-in options” and
choose the CAC icon that displays the 16-digit PIV Auth Certificate prior to entering
your CAC pin.

ST
O :

- T
1, ;
7>, >

Yy
D e
? $hirEs oF M

Other user

JENKINS LEROY.T.1234567890123456

Smart card sign-in
O

Sign-in options

Qh

(U) Figure 42 SBU Desktop Login

e (U) Once logged in you may be prompted to “Enter network credentials™, this prompt
can be Canceled.

Windows Security >

Enter network credentials

Enter your credentials to connect to: Gold

Smart card credential

| PIN

D Remember my credentials

Meare choices

oK Cancel

(V) Figure 43 Enter Network Credentials
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(U) Existing NGA Common Access Card (CAC) Users

(U) Windows - Microsoft Internet Explorer

e (U) Insert your Common Access Card (CAC) into the reader and navigate to:
0 (U) West Users: https://mydesktopwest.nga.mil
0 (U) East Users: https://mydesktop.nga.mil

e (U) Select the “Email” Certificate to login.

Windows Security =

Select a Certificate
Site mydesktopwest.nga.mil needs your credentials:

1234567830@mil

|Issuer: DOD EMAIL CA-52 |

Valid From: 10/1,/2018 to 9/30/2021

Click here to view certificate properties

More choices

[s]4 Cancel

(V) Figure 45 DoD Email Certificate

Windows Security x
Smart Card

Please enter your PIN.

P |

Click here for more infermation

OK Cancel

(V) Figure 44 Pin Number prompt

(U) NOTE: You may be prompted to enter your PIN multiple times. After the
fifth prompt, select cancel on the prompt before entering it in again.
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(U) NOTE: Internet Explorer Security may pop-up with warnings that “A
website wants to open web content using this program on your computer”. If
this message appears select “Allow”

Internet Explorer Security x

A website wants to open web content using this
program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Mame: Citrox Connection Manager
Publisher:  Citrbc Systems, Inc.

[[]Do not show me the warning for this program again

l Allow J Don't allow |

(U) Figure 46 Internet Explorer Security Warning

(U) Next, select the Desktop icon to launch the Citrix session.

Citrix StoreFront L]

DESKTOPS

DISA Mon-Administrator InstaliRoot

Charizmathics Installer

! Details

Win10BaseWest

(V) Figure 47 Win10Base

(U) NOTE: After clicking on the Icon, a file may appear at the bottom of your
browser that will need to be selected to open the Remote Access session.
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(U) Another Windows Security prompt will appear, select the DoD Email certificate to continue.

Windows Security X

wfica32

- 1234567890@mil
N
Issuer: DOD EMAIL CA-52
Valid From: 10/1/2018 to 9/30/2021

Click here to view certificate properties

More choices

[8]4 Cancel

(V) Figure 48 wfica32 prompt

(V) From the Remote Access session SBU login screen, select “Sign-in options” and choose the
CAC icon that displays the 10-digit PIV certificate prior to entering your CAC pin.

Other user

JENKINS.LERQY.T.1234567890

1234567890@mil

Smart card sign-in
O

Sign-in options

oy
S = I

(V) Figure 49 SBU Login Screen
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(U) Once logged in you may be prompted to “Enter network credentials”, this prompt can be

canceled.

Windows Security

UNCLASSIFIED

Enter network credentials

Enter your credentials to connect to: Gold

Smart card credential

| PIN

More choices

QK

D Remember my credentials

Cancel

(V) Figure 50 Enter Network Credentials
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(U) Windows - Google Chrome

e (U) Insert your Common Access Card (CAC) into the reader and navigate to:
0 (U) West Users: https://mydesktopwest.nga.mil
0 (U) East Users: https://mydesktop.nga.mil

e (U) Select the “Email” Certificate to login.

f Select a certificate

Select a certificate to authenticate yourself to mydesktopwest.nga.mil:

Subject Issuer Serial

JEMKING.LEROY.T. 1234567830 DOD 1D CA-52

o | JEMKIMS.LEROY.T.1234567890 | DOD EMAIL CA-52 l

Certificate information e “ Cancel

(V) Figure 52 Email Certificate

Windows Security >

Smart Card

Please enter your PIN.

=]

Click here for more information

PIN

oK l Cancel

-

(U) Figure 51 PIN Prompt

(U) NOTE: You may be prompted to enter your PIN multiple times. After the
fifth prompt, select cancel on the prompt before entering it in again.

Page29
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(U) Next, select the Desktop icon to launch the Citrix session.

Citrix StoreFront L]

DESKTOPS

DISA Mon-Administrator InstaliRoot

Charizmathics Installer

! Details

Win10BaseWest

(V) Figure 53 Winl10Base

(U) NOTE: After clicking on the Icon, a file may appear at the bottom of your
browser that will need to be selected to open the Remote Access session.

e TERXVERIMDEUVZ....ica 5 l

(V) Figure 54 Remote Session File download

(U) Another Windows Security prompt will appear, select the DoD Email certificate to continue.

Windows Security X

wfica32

1234567890@mil
N
Issuer: DOD EMAIL CA-52
Valid From: 10/1/2018 to 9/30/2021

Click here to view certificate properties

More choices

0K ]] Cancel

(V) Figure 55 wifica32 prompt
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(V) From the Remote Access session SBU login screen, select “Sign-in options” and choose the
CAC icon that displays the 10-digit PIV certificate prior to entering your CAC pin.

AL-INTE
NS £y
o &

Other user

JENKINS.LEROY.T.1234567890

1234567890@mil

Smart card sign-in
.

Sign-in options

fay
S @ [E

(V) Figure 56 SBU Login Screen

(U) Once logged in you may be prompted to “Enter network credentials”, this prompt can be
canceled.

Windows Security e

Enter network credentials

Enter your credentials to connect to: Gold

Smart card credential

| PIN

D Remember my credentials

More choices

oK Cancel

(V) Figure 57 Enter Network Credentials
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(U) Remote Access — Unlocking the Screen

(U) To unlock your Remote Access session, select the menu at the top of the Citrix screen and

select the “Ctrl+Alt+Del” icon. Now enter your CAC pin.

N2 =

Home Winl10...eWest | Ctrl+Alt+Del Preferences Jevices Window

(V) Figure 58 Citrix Menu bar

(U) Remote Access — Sign out procedure

P

Disconnect

1]
N ~

Shortcuts

(U) To ensure that you have fewer issues signing in the next time select one of the two options
from the Start menu to “Sign out” when finished with the Remote Session.

EI Session Options

ﬁ MNGA Browsers
Acrobat Reader DC

Adobe Acrobat 11.0.23 é

Alarms & Clock Intemet
Explorer Google Chrome
Amazon WorkSpaces
ﬁ Office Applications
Authentic_Silo_2.9.8
Autodesk w g X E

Baoway

|
a
|
|
|

Word 2016 Excel 2016

(%]

Calculator P ;

PowerPoint
2016

Camtasia 9

Chansmathics

Citrix

Citrix Workspace

BemmmE

CMT-ClipBoard

(V) Figure 59 Sign out of the session
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Qutlook 2016

Ng

OneNote 2016

Page32



UNCLASSIFIED

(U) Chapter Four — Remote Access Troubleshooting

(U) Clear Browser Cache — Microsoft Internet Explorer

(U) From the Internet Explorer, navigate to “Internet Options™ by either selecting the “Gear”
in the upper right corner or from the “Tools” menu.

G File Edit View Fo Help

Print 3 Delete browsing history... Ctrl+5Shift+Del
File 3 InPrivate Browsing Ctrl+5Shift+P
Zoom (100%) 3 Turn on Tracking Protection
Safety 5 ActiveX Filtering
) ) ) Fix connection problems...

Open with Microsoft Edge Ctrl+Shift+E . .

Reopen last browsing session
Add site to Apps Add site to Apps
View downloads Ctrl+)

View downloads Ctrl+)
Manage add-ons

Pop-up Blocker »
F12 Developer Tools ] )

Windows Defender SmartScreen Filter ¥

Go to pinned sites o
P . Manage media licenses
Compatibility View settings

Manage add-ons
Internet options
e £ I Compatibility View settings

About Internet Explorer

Subscribe to this feed...

Feed discovery

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

OneMote Linked Motes
Send to OnelMote

Report website problems
e Internet options

(V) Figure 60 Internet Options
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(U) Within the Internet Options menu, select the “General” tab and then select the “Settings”
button.

Internet Options 7 X
ECI..IritY Privacy Content Connections Programs Advanced
Home page

l/’ To create home page tabs, type each address on its own line.
= |

3fwWww. google. com/|

Use current Use default Use new tab

Startup

Start with tabs from the last session
Start with home page
Tabs

Change how webpages are displayed in tabs. Tabs

Browsing history

Delete temporary files, history, cockies, saved passwords, and web

form information,

Colors Languages Fonts Accessibility

Delete browsing history on exit

Appearance

Cancel Apply
(V) Figure 61 General Tab

(U) From the Website Data Settings screen, select “View files” on the Temporary Internet Files
tab.

Website Data Settings 7 >

o I Temporary Internet Files IHistoryuI Caches and databases

Internet Explorer stores copies of webpages, images, and media
for faster viewing later.

Check for newer versions of stored pages:
(CJEvery time I visit the webpage
O Every time I start Internet Explorer
(® Automatically

O Mewver
Disk space to use (8-1024MB) 330 |2
(Recommended: 50-250MB) |:
Current location:
C:\UsersbrootiAppDatalLocal Microsoftiwindows\INetCache,

Move folder... View o@ View files

Cancel

(V) Figure 62 View Files
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(U) Now from the folder, select all files and press delete. Now complete close the browser and
reopen.

INetCache - 1 X
T s lboot + AppData » Local » Miciosoft » Windews » INetCache v
Organare = - O @
- ) =5 0 W/ i v f 1. dattve 38icva 311, 18362 000ge |
e cookinlbroct Grmuroolt = 3/ ecompatamatss g/ wompateast 2) oottaein
N Deslrop * - & & ﬁ
& Dovenioads ’ TREOARMDERV M TBCANVZY
2ACARU O
7 Documents *
= Metures .
i therns

'(U) Figure 63 Temporary Files
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(U) Clear Browser Cache — Google Chrome

(V) From the Chrome browser, navigate to “More tools” by selecting the three dots in the upper
right corner of the browser.

= *
n oo

MNew tab Ctrl+T
Mew window Ctrl+M

MNew incognito window  Ctrl+Shift+N

History b
Downloads Ctrl+]
Bookmarks [

Zoom - 100% =+ : :

Print... Ctrl+P
Casti.
Find... Ctrl+F

@) »

Edit Cut Copy Paste

Settings
Help »

Exit

(U) Figure 64 More tools

(U) From the More tools sub-menu select “Clear browsing data...”

Save page as. Ctrl+5

Create shortcut...

o Clear browsing data..  Ctrl+5Shift+Del

Extensions
Task manager Shift+Esc
Developer tools Ctrl+5Shift+]

(U) Figure 65 Clear browsing data...
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(U) We recommend that the Time Range is set to “Last Hour” prior to using any other selection
to avoid losing personal user information.

Clear browsing data

Basic Advanced

Time range | Last hour -
@ 05 Last 24 hours
dl ’ Last 7 days

11t

"M Last 4 weeks

DDW”'I aﬂ.” iime
I

Mone
Coockies and other site data

From 23 sites (you won't be signed out of your Google Account)
Cached images and files

Less than 199 MB
Passwords and other sign-in data

Mone
o Autofill form data ~

9 33

(V) Figure 66 Selection of Last Hour
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(U) Clear Browser SSL State — Microsoft Internet Explorer

(U) From the Internet Explorer, navigate to “Internet Options™ by either selecting the “Gear”
in the upper right corner or from the “Tools” menu.

G File Edit View Fo Help

Print 3 Delete browsing history... Ctrl+Shift+Del
File 3 InPrivate Browsing Ctrl+5hift+P
Zoom (100%) 3 Turn on Tracking Protection
Safety 5 ActiveX Filtering
) ) ) Fix connection problems...

Open with Microsoft Edge Ctrl+Shift+E ) )

Recpen last browsing session
Add site to Apps Add site to Apps
View downloads Ctrl+) )

View downloads Ctrl+)
Manage add-ons

Pop-up Blocker »
F12 Developer Tools

Windows Defender SmartScreen Filter »

Go to pinned sites o
P . Manage media licenses
Compatibility View settings

Manage add-ons
Internet options
e 4 I Compatibility View settings

About Internet Explorer

Subscribe to this feed...

Feed discovery

Performance dashboard Ctrl+Shift+U
F12 Developer Tools

OneMote Linked Motes
Send to OnelMote

Report website problems
e Internet options

(V) Figure 67 Internet Options
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(U) Within the Internet Options menu, select the “Content” tab and then select the “Clear SSL
state” button. Now select OK.

Internet Options 7 >
General Security 0 Content \Connections Programs = Advanced
Certificates

IUse certificates for encrypted connections and identification.

9 Clear 551 state I| Certificates Publishers

AutoComplete

AutoComplete stores previous enfries Settings
on webpages and suggests matches
for you,

Feeds and Web Slices

E Feeds and Web Slices provide updated Settings
| content from websites that can be

read in Internet Explorer and other

programs,

Ok Cancel Apply

(U) Figure 68 Clear SSL state

Page39

UNCLASSIFIED



UNCLASSIFIED

(U) Chapter Five — Macintosh Required Applications
(U) Mac Middleware Software

(U) The Macintosh middleware software for your appropriate Operating System can be located
at (http://militarycac.com/cacenablers.htm).

(U) NOTE: Itis not necessary to install a third-party CAC enabler if you have
upgraded to the Catalina (10.15x) OS. Instructions detailing how to utilize the
built-in CAC enabler can be found here
(https://militarycac.com/macuninstall.htm).

(V) If an error message “.pkg can’t be opened because it is from an unidentified developer”.
Hold the control {CTRL} key when clicking the .pkg file. Then, select the option to “Open”.

e (U) Open OS X System Preferences > Security & Privacy.

e (U) On the ""General™ tab click the lock in the lower left corner to unlock the general
preference pane.

e (U) Under "Allow applications downloaded from:” select the ""Anywhere' radio
button.
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(U) DoD Intermediate Certificates

(U) The DoD intermediate certificates are not visible in the keychain by default. However, the
certificates are preinstalled on the Macintosh OS X.

e (U) To load the intermediate certificates and make available follow these steps:
e (U) Open Applications, then open the Utilities folder and double-click Keychain Access.
e (V) Select File > Add Keychain.

e (U) Click the Keychains drop down and select the hard drive icon to go to the top level of
the disk.

e (U) Navigate to System > Library > Keychains.
e (U) Select “SystemCACertificate.keychain”, then click Add.

.. o0 Kevhain Aqoess
ﬂ li‘ i 1w bk b s by

[ {4 a0 m N om (| = | | G yehain i f

s Apgh s it Lirary ¢ L] Keychams " [¥ngny, phyt
|3 & Ltrin -
| Ff‘i Fr— L Syt ] L Laurg hDusemoed e mlon N it anes eychain
- l Uhen o LisyuistioDues Sww emT rusibiting plai
o LiganmnBndie ) Lely e
 Loginiugimi
el RETEII
Ll Mogem riph
e MoSH laneh
w Cpenlirsmany
8 DpanSil
o Parlis . sleinis
i Perl
o Pod i BMGdudar
o Prleneac s
o Primiery

T
i

o Provibe. dedild

Gl ihLosk

ol Duigh Thmg

ool Dbk Tirtok Jirwid

i Jandoon

ol MErgen hivin
Lovanalisdus

Cancel | [ {

(V) Figure 54 Keychain Access
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(U) Download and install the Root DoD Certificates onto your Macintosh. Ensure that each
individual certificate is installed separately.

e (V) https://militarycac.com/maccerts/AllCerts.p7b

o (U) https://militarycac.com/maccerts/RootCert2.cer
e (V) https://militarycac.com/maccerts/RootCert3.cer
e (V) https://militarycac.com/maccerts/RootCert4.cer
o (U) https://militarycac.com/maccerts/RootCert5.cer

(U) Double click the individual certificates you need in the folder to have them installed into the
login section of keychain, as seen below:

800
d] Click to lock the login keychain.
Keychains
2 ROSE...7017735 iy DOD CA-28
o login i’ Intermediate certificate author
" e Expires: Friday, S ber 8, .
& Syste...ertificates pires: Friday, september
_ This certificate is valid
o' Local Items
(5 System Name
System Roots -~ DOD CA-28
- DDD CA-29
-] DOD CA-30
- DOD CA-31
-| DDD CA-32
Caregory | DOD EMAIL CA-27
#  All ltems =] DOD EMAIL CA-28
. Passwords “] DOD EMAIL CA-29

DOD EMAIL CA-30
DOD EMAIL CA-31
DOD EMAIL CA-32
DOD EMAIL CA-33
DOD EMAIL CA-34
DOD EMAIL CA-39
DOD EMAIL CA-40
DOD EMAIL CA-41
DOD EMAIL CA-42
DOD EMAIL CA-43
DOD EMAIL CA-44
DOD ID CA-33
DOD ID CA-34
DOD ID CA-39
DOD ID CA-40
| DODID CA-41

Secure Notes =
E] My Certificates S
& Keys .
-1 Certificates

(U) Figure 55 Keychain
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(U) Citrix Workspace

(U) From the Citrix website (https://www.citrix.com/downloads/workspace-app/mac/workspace-

app-for-mac-latest.html), select “Download Citrix Workspace app for Mac”.

(U) Once the Application has downloaded, install the application by following the on screen
prompts. No Account is needed for NGA Remote Access.
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(U) Chapter Six — Macintosh Remote Access
(U) Macintosh — Google Chrome

e (U) Insert your Common Access Card (CAC) into the reader and navigate to:
0 (U) West Users: https://mydesktopwest.nga.mil
0 (U) East Users: https://mydesktop.nga.mil

(V) Select the “Email” Certificate to login.

~ Select a certificate
Select a certificate to authenticate yoursell to mydesktop.nga.mil:443
I I'I

&= (DOD 1D CA-51)
=

Show Certificate Cancel

(U) Figure 56 select a certificate

“Google Chrome" is trying to authenticate user.

Enter PIN to allow this.

4

PIM:

(V) Figure 57 Enter PIN

(U) NOTE: You may be prompted to enter your PIN multiple times. After the
fifth prompt, select cancel on the prompt before entering it in again.

(U) NOTE: If you obtain any error messages in the browser, refresh the page
in the browser until the error message is gone and you are logged into the
website. In some cases, it may be necessary to “Clear Browsing Data”.
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(U) Next, select the Desktop icon to launch the Citrix session.

@  Citrix Receiver x +
&« C @ mydesktopwest.nga.mil/Citrix/VDIProxyStoreweb/ * O 9 M &aMmMO 60

Q Jordan Samuel L NGA-TIIC... v

Citrix StoreFront
DESKTOPS

wismathics Installer
Q [pearch Desktops

— Details

Win10Base

(V) Figure 58 Citrix StoreFront

(U) NOTE: After clicking on the Icon, a file may appear at the bottom of your
browser that will need to be selected to open the Remote Access session.

(U) From the Remote Access session SBU login screen, select “Sign-in options” and choose the
CAC icon that displays the 10-digit PIV certificate prior to entering your CAC pin.

)

N g

o e
“Sryrps oF N

Other user

JENKINS.LEROY.T.1234567890

1234567890@mil

Smart card sign-in
N

Sign-in options

Q@ E

(V) Figure 59 Sign-in options
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(U) Once logged in you may be prompted to “Enter network credentials”, this prompt can be
canceled.

Windows Security X

Enter network credentials

Enter your credentials to connect to: Gold

Smart card credential

‘ PIN

D Remember my credentials

More choices

OK Cancel

(V) Figure 60 Enter Network credentials

(U) Remote Access — Unlocking the Screen

(U) To unlock your Remote Access session, select the menu at the top of the Citrix screen and
select the “Ctrl+Alt+Del” icon. Now enter your CAC pin.

T 02 = P

Home Winl10...eWest | Cirl+Alt+Del Preferences Jevices Window Disconnect Shortcuts

(V) Figure 61 Citrix Menu bar
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(U) Remote Access — Sign out procedure

(U) To ensure that you have fewer issues signing in the next time select one of the two options
from the Start menu to “Sign out” when finished with the Remote Session.

= # O Session Options
R

A
E| MNGA Browsers

i

Acrobat Reader DC

Adobe Acrobat 11.0.23 v iﬂ
e 9 <
Alarms & Clock 4

Intermet
Explorer Google Chrome  Firefox
Amazon WorkSpaces
E| Office Applications
Authentic8_Silo_2.9.83

Autodesk w g X E 0 E

Aacway

|
£,
|
|
|

Word 2016 Excel 2016 Outlook 2016

Calculator P ; N a

PowerPoint
2016 OneNote 2016

%]

Camtasia 9

Charnsmathics

Citrix

Citrix Workspace

AemmmE

CMT-ClipBoard

(V) Figure 62 Sign out of the session
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(U)Appendix
(U) Appendix A — Agency Service Desk

Enterprise Service Center - ESC

NGA Users — (800) 455-0899
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(U) Appendix B — Contact Us

o
@

Customer Outreach
ITEMS - User Facing Services

Visit us online
https://www.intranet.nga.mil/sites/training

Email us
NGAITEMSUFESCustomerOutreachTeam@nga.mil
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